ToToEnroll,
Enroll,Please
PleaseCall:
Call:
1-833-719-0090
1-833-719-0090
OrOrVisit:
Visit:
https://ide.myidcare.com/adventist-health
https://ide.myidcare.com/adventist-health
Enrollment
EnrollmentCode:
Code:<<XXXXXXXX>>
<<XXXXXXXX>>

C/O ID Experts
PO
Box 4219
<<Address
1>>
Everett
WA<<State>>
98204 <<Zip>>
<<City>>,
ENDORSE



NAME
<<First
Name>> <<Last Name>>
g M"fe:t Y/
ADDRESS1
hNz8(J&dZ
<<Address1>>
<<Address2>>
ADDRESS2
<<City>>,
<<State>>
<<Zip>>
CSZ

SEQ
CODE 2D
Ver AHS
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COUNTRY

January
January6,3,2020
2020
NOTICE
NOTICEOF
OFDATA
DATABREACH
BREACH

Dear
Dear<<First
<<FirstName>>
Name>><<Last
<<LastName>>:
Name>>:
We
Weare
arewriting
writingtototell
tellyou
youabout
abouta situation
a situationthat
thatmay
mayhave
haveexposed
exposedsome
someofofyour
yourpersonal
personalinformation.
information.We
Wetake
takethe
theprotection
protection
ofofyour
yourinformation
informationvery
veryseriously
seriouslyand
andare
arecontacting
contactingyou
youdirectly
directlytotoexplain
explainthe
thecircumstances
circumstancesofofthe
theexposure,
exposure,the
thesteps
steps
we
weare
aretaking
takingininresponse
responsetotothe
theincident,
incident,and
andthe
theresources
resourcesthat
thatwe
weare
aremaking
makingavailable
availabletotoyou
youtotosafeguard
safeguardyour
yourinformation
information
moving
movingforward.
forward.
What
WhatHappened
Happened
On
OnSeptember
September30,
30,2019
2019the
theAdventist
AdventistHealth
HealthInformation
InformationSecurity
SecurityTeam
Teamdiscovered
discoveredthat
thata ahospital
hospitalassociate
associatewas
wasa avictim
victim
ofofa aphishing
phishingattack
attackthat
thatcompromised
compromisedtheir
theirOffice
Office365
365account
accountlogin
logincredentials,
credentials,including
includingtheir
theirhospital
hospitalemail
emailaccount.
account.
The
Theperpetrator
perpetratorused
usedthe
thecompromised
compromisedcredentials
credentialstotoaccess
accessthe
theassociate’s
associate’semail
emailaccount
accountininananattempt
attempttotoredirect
redirectinvoice
invoice
payments
paymentsfor
forthe
thepurposes
purposesofofdefrauding
defraudingthe
thehospital
hospitaland
andour
ourvendors.
vendors.
Upon
Team
Upondiscovering
discoveringthis
thisincident,
incident,our
ourInformation
InformationSecurity
Security
teamtook
tookimmediate
immediateaction
actiontotolock
lockdown
downthe
theimpacted
impactedaccount.
account.
We
Wealso
alsobegan
beganananinvestigation
investigationtotounderstand
understandthe
thescope
scopeofofthe
theincident,
incident,confirmed
confirmedthat
thatother
otherhospital
hospitalsystems
systemswere
werenot
not
affected,
affected,and
andcontacted
contactedfederal
federallaw
lawenforcement.
enforcement.
On
OnOctober
October14,
14,2019,
2019,it itwas
wasdiscovered
discoveredthat
thatthe
thecompromised
compromisedemail
emailaccount
accountcontained
containedpatient
patientinformation.
information.AsAsofofthe
thedate
date
ofofthis
maythat
have
been
present
the associate’s
email
thisletter,
letter,there
therehas
hasbeen
beennonoindication
indicationthat
thatany
anypatient
patientinformation
informationthat
which
may
have
been in
present
in the associate’s
account
was acquired
by hackers.
Nevertheless,
we are providing
this notice
of an
of caution
becausebecause
your
email account
was acquired
by hackers.
Nevertheless,
we are providing
this out
notice
outabundance
of an abundance
of caution
information
was available
through
the associate’s
credentials,
and potential
accessaccess
to your
information
(before
the
your information
was available
through
the associate’s
credentials,
and potential
to personal
your personal
information
(before
account
was locked
down)down)
couldcould
not benot
definitively
ruled ruled
out. out.
the account
was locked
be definitively
What
WhatInformation
InformationWas
WasInvolved
Involved
Information
Informationthat
thatmay
mayhave
havebeen
beenavailable
availablethrough
throughthe
thecompromised
compromisedassociate’s
associate’slogin
logincredentials
credentialsinclude
includename,
name,date
dateofof
birth,
birth,medical
medicalrecord
recordnumber,
number,hospital
hospitalaccount
accountnumber,
number,insurance
insuranceinformation,
information,and
andother
otherinformation
informationrelated
relatedtotocare
care
received
receivedasasa apatient.
patient.
What
WhatWe
WeAre
AreDoing
Doing
Upon
Upondiscovery
discoveryofofthe
thephishing
phishingattack,
attack,we
wequickly
quicklydisabled
disabledand
andisolated
isolatedthe
theimpacted
impactedaccount
accountand
andchanged
changedthe
thecredentials
credentials
for
forthe
theimpacted
impactedassociate.
associate.An
Aninvestigation
investigationwas
wasalso
alsoconducted
conductedtotoconfirm
confirmthat
thatnonoother
othercompany
companysystems
systemswere
wereaffected,
effected,
and
andthat
thatnonocompany
companyororpersonal
personaldata
datahad
hadbeen
beenemailed
emailedout
outofofthe
thecompromised
compromisedaccount.
account.Additionally,
Additionally,we
wehave
haveengaged
engaged
federal
federallaw
lawenforcement
enforcementtotohelp
helpfind
findand
andprosecute
prosecutethe
thehackers.
hackers.
We
Wewill
willalso
alsocontinue
continuetotoprovide
provideregular
regularreminders
remindersand
andtraining
trainingfor
forassociates
associatesononhow
howtotospot
spotand
andavoid
avoidbeing
beingvictimized
victimized
bybyphishing
phishingemails
emailsininthe
thefuture.
future.Cybercriminals
Cybercriminalswill
willcontinue
continuetotofind
findnew
newways
waystototarget
targetcompany
companyassociates,
associates,and
andwe
wemust
must
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all continue to be vigilant against increasingly sophisticated phishing schemes. Additionally, we have taken security
measures to strengthen our network against similar incidents.
As an added precaution, we are offering identity theft protection services through ID Experts®, the data breach and recovery
services expert, to provide you with MyIDCare™. MyIDCare services include: 12 months of credit and CyberScan
monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. With this
protection, MyIDCare will help you resolve issues if your identity is compromised. To enroll please visit
https://ide.myidcare.com/adventist-health
and
use
the
Enrollment
Code
provided
above.
We are offering this credit monitoring out of an abundance of caution and this offer is not intended and should not be taken
to suggest that recipients of the offer are at any substantial risk of harm.
What You Can Do
We want to make sure you are aware of steps that you may take to guard against potential identity theft or fraud. Please
review the enclosed “Recommended Steps to Help Protect Your Information” for information regarding your options.
We encourage you to contact ID Experts with any questions and to enroll in free MyIDCare services by calling 1-833-7190090 or going to https://ide.myidcare.com/adventist-health and using the Enrollment Code provided above. MyIDCare
experts are available Monday through Friday from 6 am - 6 pm Pacific Time. Please note the deadline to enroll is April 6,
2020.
Again, at this time, there is no evidence that your information has been compromised or misused; however, we encourage
you to take full advantage of this service offering. MyIDCare representatives have been fully versed on the incident and can
answer questions or concerns you may have regarding protection of your personal information.
For More Information
You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Also, you will need to
reference the Enrollment Code at the top of this letter when calling or enrolling online, so please do not discard this letter.
Please call 1-833-719-0090 or go to https://ide.myidcare.com/adventist-health for assistance or for any additional questions
you may have.
Adventist Health Simi Valley sincerely apologizes for the worry and inconvenience that this situation may cause you.
Should any new developments arise that may be significant to this data security incident, we will let you know.
Sincerely,

Claudia Kanne, CHC, MBA
Regional Compliance and Privacy Official
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Recommended Steps to Help Protect Your Information
1. Website and Enrollment. Go to https://ide.myidcare.com/adventist-health and follow the instructions for enrollment
using your Enrollment Code provided at the top of the letter.
2. Activate the credit monitoring provided as part of your MyIDCare membership. The monitoring included in the
membership must be activated to be effective. Note: You must have established credit and access to a computer and the
internet to use this service. If you need assistance, MyIDCare will be able to assist you.
3. Telephone. Contact MyIDCare at 1-833-719-0090 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.
4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and monitoring
credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit report from each of
the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com or call
1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit bureaus
every four months.
If you discover any suspicious items and have enrolled in MyIDCare, notify them immediately by calling or by logging into
the MyIDCare website and filing a request for help.
If you file a request for help or report suspicious activity, you will be contacted by a member of our ID Care team who will
help you determine the cause of the suspicious items. In the unlikely event that you fall victim to identity theft as a
consequence of this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and
reverse the damage quickly.
You should also know that you have the right to file a police report if you ever experience identity fraud. Please note that
in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to provide some
kind of proof that you have been a victim. A police report is often required to dispute fraudulent items. You can report
suspected incidents of identity theft to local law enforcement or to the Attorney General.
5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and also via
Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures, including contacting you, before
they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but
also may delay you when you seek to obtain credit. The contact information for all three bureaus is as follows:
Credit Bureaus
Equifax Fraud Reporting
1-866-349-5191
P.O. Box 105069
Atlanta, GA 30348-5069
www.equifax.com

Experian Fraud Reporting
1-888-397-3742
P.O. Box 9554
Allen, TX 75013
www.experian.com

TransUnion Fraud Reporting
1-800-680-7289
P.O. Box 2000
Chester, PA 19022-2000
www.transunion.com

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three bureaus
confirms your fraud alert, the others are notified to place alerts on their records as well. You will receive confirmation letters
in the mail and will then be able to order all three credit reports, free of charge, for your review. An initial fraud alert will
last for one year.
Please Note: No one is allowed to place a fraud alert on your credit report except you.

SEQ
CODE 2D
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6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying information
will not be able to use that information to open new accounts or borrow money in your name. You will need to contact the
three national credit reporting bureaus listed above to place the freeze. Keep in mind that when you place the freeze, you
will not be able to borrow money, obtain instant credit, or get a new credit card until you temporarily lift or permanently
remove the freeze. There is no cost to freeze or unfreeze your credit files.
7. You can obtain additional information about the steps you can take to avoid identity theft from the following agencies.
The Federal Trade Commission also encourages those who discover that their information has been misused to file a
complaint with them.
California Residents: Visit the California Office of Privacy Protection (http://www.ca.gov/Privacy) for additional
information on protection against identity theft.
All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW Washington,
DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.
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